Instructions for the
installation of a software for
communication
with coded messages - GPG4win

If you have problems using Outlook, other e-mail providers can be used (Gmail, Yahoo, Icloud, etc).

For digital signing and encrypting of e-mails, the
GPG4win program can be installed.
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Please download GPG4win from http://gpg4win.org/ by clicking on the green field Download Gpg4win,
then start the file with administrator privileges.

Installer Language x|

f ) Please choose a language faor the setup,
Bitte die Sprache des

Installations-Yaorgangs angeben.

Ergish |

(0] 4 I Cancel |



http://gpg4win.org/

¥ Gpg4win Setup =10l x|

GPG\YWW Welcome to the installation of
Gpg4win

Gpg4win is a installer package For Windows For EMail and File
encryprion using the core component GnuPG For windows,
Both relevant crvptography standards are supported,
CpenPiaP and 5/MIME, Gpodwin and the software included
with Gpgdwin are Free Software,

Click. Mext to conkinue,

This is Gpgdwin version 2,22
file version 2.2.2,24070

release date 2014-09-03

=10 x|

‘¥ Gpog4win Setup

\©

Press Page Down to see the rest of the agreement.,

License Agreement

This software is licensed under the terms of the GHU General
Public License (iEPL),

Gpgdwin consist of several independent developed packages, available under il
different license conditions, Maost of these packages hawewver are available

under the GML General Public License (GRU GPLY, Comrman bo all is that they

are free to use without restrictions, may be modified and that modifications

may be distributed, IF the source files (.2, gpgdwin-src-x, v,z exe) are

distributed along wikh the binaries and the use of the GRIJ GPL has been

paointed out, distribution is in in all cases possible,

wehat Follows are the terms of the GMU GPL; For a list of individual
copyright and license notices please see the installed README file,

=1

In shork: %ou are allowed to run Ehis software for any purpose, You may distribute it as long
as wou give the recipients the same rights vou hawve received.
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< Back. I Mext = I Cancel




¥ Gpgdwin Setup

Warning: Administrator permissions required For a successful installation

X

This warning appears if you do not have administrator privileges.

# Gpgdwin Setup
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Choose Components

=101 x|

Choose which Features of Gpgwin you wank ko install,

Check the components ywou wank o install and uncheck the components you don't want ko

install, Click Mesxt o continue,

Seleck components ba inskall:

Kleopatra

[Jara

GpadL

GpgEX

[] claws-Mail

Epgdwin Compendium

Space required: 93, 4ME

fullsoft Install Svstem w2, 46-7

— Descripkion
Pasitian your mouse
owern a component ko
seg jts descripkion,
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¥ Gpg4win Setup

Chooze Install Location
Choose the Folder in which to install Gpgdwin,

Setup will inskall Gpgdwin in the Fallowing Falder, Toinskall in a different Falder, click Browse
and select another folder. Click Mext to continue.

Cestination Folder

Browse, .. |

Space required: 93, 4MB
Space available: 54,756

rullsaft Install Swstem w2, 46-7
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Install Options
Start links

[T Desktop

[ Qwick Launch Bar

(Only programs will be linked inka the quick launch bar, )

fullsoft Install Svstem w2, 46-7
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¥ Gpg4win Setup o [m] S

Chooze Start Menu Folder
\ \ @ Choose a Start Menu Folder For the Gpgdwin shortouts,

Select the Start Menu Falder in which you wauld like ko create the program's shartcuks, Yoo
can also enter a name to create a new folder.

Accessaries -
Adrminiskrative Toaols
Borland Delphi 7
Dratakey CIP
Entrust

Games

IMulTi

Mcifes

Microsoft Office .
Micrasaft Office Tools

Microsaft Silverlight

Microsoft Swskem Center 2012 ;I

< Back I Install I Cancel |
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‘¥ Gpog4win Setup

2.0

Extract: preferences-system-network. png

I

Installing
Please wait while Gpgdwin is being installed,
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'® Gpg4win Setup y =101 ]

PG\YWiN Completing the Gpg4win Setup
Wizard

Gpg4win has been installed on your computer,

Click Finish to close this wizard,

[ Show the README File:

Click here for the project's homepage

= Back I Finish I Canicel

When you start Outlook, the following messages may appear:

GpgOL x|

\j) ‘Welcome ko GpgQL
1.2.1Gpgo0L adds integrated OpenPaF and SMIME encryplion and digital signing support to Outlook 2003 and 2007,

Although we tested this software extensively, we can't give vou any guarantee that it will work as expected. The programming interface we are using
has not been propetly documented by Microsoft and thus the Functionality of GpgOL may cease ko work with an update of vour Windows system.

WE STROMGLY ADYISE TO RUM ENCRYPTION TESTS BEFORE ¥OU START TO LSE GPGOL OMN AMY SEMSITIVE DATAL

There are some known problems, the most severe being that sending encrypted or signed mails using an Exchange based account does not work,
Using GpglL along with other Cutlook plugins may in some cases nok work,

x|

\_i) ‘ou have installed a new wersion of GpgoL.

Please open the option dialog and confirm thak the settings are correck For vour needs, The option dialog can be found in the main menu at:
Exkras-=0ptions->GpgoL.,




Then you need to start the Kleopatra application:

vy ] Kleopatra
File View Certificates Tools Settings
Sign/Encrypt... DecryptfVerify...  Import... Export..

Window Help
= Q
Certify... Lookup on Server...

5 =)

Certificates | Motepad  Smartcards

|Search. LAl

[V alcertficates

All Certificates

‘ Name

E-Mail

User-IDs  Valid From  Valid Until

Please select the fields File, then New OpenPGP Key Pair.

ﬂKIeopatra
File View Certificates Tools

New OpenPGP Key Pair...

i

Lookup on Server..

B o

Import...

=
|

Export...

=
i

Backup Secret Keys...

iji

Print Secret Key...

Publish on Server...

Decrypt/Verify...
Sign/Encrypt...

)

B
-

Sign/Encrypt Folder...

Create Checksum Files...
Verify Checksum Files...

Close

= Quit
T

Settings

New S/MIME Certification Request...

Window Hel
Ctrl+N [

Ctrl+5Shift+]

Ctri+I

Ctrl+E

Ctrl+Shift+E

Ctrl+W

Ctrl+Q

L2 e
Sign/Encrypt...

Decryptfverify...

Alt -y

La;.rrh

certificate.

| ™ Create OpenPGP Ce... ? s
[

Enter a name andfor an email address to use for the

|Te5t

Email address

|Te5ting @nbrm.mk]

|:| Protect the generated key with a passphrase.

Advanced Settings...

Cancel

=~
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Please select Kleopatra, File, Export Certificates:

ﬂKIeopatra
File View Certificates Tools Settings Window Help

k2 i 2 B B Q El &\
SignfEncrypt... Decrypt/Verify...  Import... Export.. Certify... Lookup onServer... @ Certificates Motepad Smartcards

Search... <Alt+Q> All Certifi

= All Certificates
Name E-Mail User-IDs  Valid From Valid Until I(e;f\—ID
certified 09.12.20... 09.12.2...
not cert... 09.12.2022 09.12.20z .
certified 12.12.2022 12.12.2024
ifi 13.12.2022 13.12.2024 .

HEE WY 43 47 A N70LC CRCT WAA

Certify...

Revoke Certification...
Trust Root Certificate
Distrust Root Certificate
Change Certification Trust...

Test Testing@nbrm.mk

B &

Change End of Validity Period...
Change Passphrase...
Add User ID...

Revoke Certificate...
Delete Del

[

Export... Ctrl+E
Backup Secret Keys...

i)l i m

Print Secret Key...
Publish on Server... Ctrl+Shift+E

]

=

Details

You should send this exported certificate to the responsible officer in the National Bank with
whom you should communicate through coded messages at ukazuvanje@nbrm.mk .


mailto:ukazuvanje@nbrm.mk

When you download the certificate from the link https://www.nbrm.mk/ovlasteno-lice-za-priem-
na-prijavi-od-ukazuvaci.nspx, you need to import it with the Kleopatra application: File, Import
certificates, Select Certificate File.

By right-clicking on it, please select Certify Certificate:

File View Certificates Tools Settings Window Help

L2 fa = B = Q El
Sign/Encrypt... Decrypt/Verify...  Import... Export... Certify... LookuponServer...  Certificates Notepad

Search.., <Alt+Q>

[ AllCertificates

Name E-Mail User-IDs
certified
not cert..

; SR certified
‘Ukazuvanje NBRSM ‘Hamnania@nhrm mibe rartifiad
Test E=  Certify... F

E5  Revoke Certification... [
Trust Root Certificate
Distrust Root Certificate
Change Certification Trust...
Change End of Validity Period...
Change Passphrase...
Add User ID...
B Revoke Certificate...
| Delete Del
= Export... Ctrl+E
Bl Backup Secret Keys...
= Print Secret Key...
i——;—ﬂ—ﬂx 3= Publish on Server... Ctrl+Shift+E |
(L] Details



http://www.nbrm.mk/ovlasteno-lice-za-priem-

(v | Certify Certificate: Ukazuvanje MERSM - Kleopatra

Werify the fingerprint, mark the user IDs you want to certify, and select the key you want to certify the user IDs with.

Nofe: Onaly the Bngenonint deany identiffes the key and its owner.

Fingerprint: D58A 65BA 0448 FC96 52BF FD1A FEFG 5802 50CE 65BA

Certify with: | [¥d certified, created: 09.12.2022) et
Ukazuvanje NBRSM <Ukazuvanje@nbrm.mk:>
} Advanced
" Certify &5 cancel
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To send a signed and encrypted e-mail, the following steps should be followed:

1. By right-clicking on the file that you need to encrypt, please select Sign and Encrypt.

Open
Print
Edit

m

Sign and encrypt
More GpgEX options >

Scan for viruses

Check reputation in KSMN

hRR

Share
Open with >

Give access to >

o

Fipware >

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

2. In the field Encrypt for others, you need to request the certificate on Indication and
click on Sign/Encrypt.

Sign / Encrypt Files

Prove authenticity (sign)

Sign as: [ ] + (certified, created: 09.12.2022) v
Encrypt
Encrypt for me: o | (certified, created: 09.12.2022) i
Enerypt for others: Ukazuvanje NBRSM <Ukazuvanje@nbrm.mk> (certified, OpenPGP, created: 13. 4€4 | »
L Please enter a name or email address. .. | =

D Encrypt with passward, Anyone you share the password with can read the data.
Cutput
Cutput files/folder:

l_a |C:ﬂJserE_ Desktop/Test. tut.gpg q | E:."

l:‘ Encrypt / Sign each file separately,

Sign / Encrypt Cancel




3. At the end, please click on Finish.

™ Sign/Encrypt Files - Kleopatra ? X

Results
Status and progress of the arypto operations is shown here,

OpenPGP: All operations completed.

Test.txt — Test.txt.qpg: Signing and encryption succeeded.

4. After the file is encrypted, it is added as an attachment to the e-mail and is sent to
the following e-mail ukazuvanje@nbrm.mk.

Note: The encrypted file and the certificate should not be sent in the same message. It is
recommended that they be sent within 10 minutes from each other.
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